Connecting to TECH-STUDENT with Windows 7

These instructions are using the windows wireless manager. 3rd party wireless managers are not
supported by ITS. If you are using a 314 party wireless manager disable it to use this guide.

1.

2.

3.

4,

Check to make sure your wireless card is on.
0 Most computers have an indicator light for the wireless card.

0 Some computers have a button or combination of buttons to turn on your wireless.

Click the network connection icon in your system tray at the bottom right corner of your

screen; the following box will appear:

Click on “Open Network and Sharing Center”.
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Click on “Set up a new connection or network”.
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You are currently nat connected to any networks.

Change your networking settings

%h. Set up a new connection or network
N Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access

point,

Connect to a network

L

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options

&

Access files and printers located on other network computers, or change sharing settings.

il

il Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
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5. Select “Manually connect to a wireless network” then click “Next”.
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@ %@ Set Up a Connection or Network

Choose a connection option

| »

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

L\ Setup a new network
<agp, Configure a new router or access point.

m

Manually connect to a wireless network

g8l Connect to a hidden network or create a new wireless profile,

Connect to a workplace L
Set up a dial-up or VPN connection to your workplace.

#=y Setup adial-up connection
ﬁi‘ Connect to the Internet using a dial-up connection.

==

6. Enter “TECH-STUDENT” for the Network name and select “WPA2-Enterprise” for the
Security type, then click “Next”.

Enter information for the wireless network you want to add

Metwork name: Tech-5tudent

Security type: ’WPA—Entelplise "l

Encryption type: ’TK]P vl

Security Key: | | [1Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Next ]’ ;lancEE]

7. Select “Change connection Settings” and select the “Security” tab when the new window
appears.
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8. Click the “Settings” button.

QIT-SECURED Wireless Network Properties |

seauty

Security type: ’WPA—Enterprise ']

Encryption type: [TK[P v]

Choose a network authentication method:
[Microsoft: Protected EAP (PEAR) || settings

[¥] Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ QK ][ Cancel ]

9. UNCHECK “Validate server certificate” and click “Configure”.

'8 3
Protected EAP Properties M

en connecting:

Validate server certificate

Connect to these servers:

O
[] Equifax Secure Certificate Authority

[ Fred

[] GTE CyberTrust Global Root

[ s

[ Microsoft Root Authority

[ Microsoft Root Certificate Autharity -
4| i i F

Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) " [ Configure... ]

|| Enable Fast Reconnect
|| [] Enable Quarantine checks
|| Disconnect if server does not present cryptobinding TLY
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10. UNCHECK “Automatically use my Windows logon...” then click “OK” and “OK”.

EAP MSCHAPY2 Properties [

When connecting:

Automatically use my Windows logon name and
%as&wnrd (and domain i amy).

[ ok || Cancel

11. Click “Advanced Settings”

OIT-SECURED Wireless Network Properties ==
seauty
Security type: [weaEnterprise -
Encryption type: [TlC[P "]

Choose a network authentication method:
[Microsoft: Frotected EAF (FEAF) v] [ Settings

Remember my credentials for this connection each
time I'm logged on

p——
Advanced settings

[ OK J[ Cancel ]

12. Check “Specify authentication mode” and select “User authentication”, then click “Save
credentials”.
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r ™y
Advanced settings M
802, 1¥ settings

Spedify authentication mode:

[User authentication Y] [ Save credentials

Delete credentials for all users

[T Enable single sign en for this network

(@) Perform immediately before user logon
Perform immediately after uzer logon

Mazximum delay {seconds): 10
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

13. Enter your MyOIT username and password. Click “OK” on the three open windows and then
“Close”

g .— - Y
Windows Security - M

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

[firstname.lastnamel ]

| Passward |

[ QK ] ’ Cancel

14. You should now be connected.

This setup only needs to be done once, unless your password is changed. Please call the OIT Helpdesk
at(503) 821-1289 if you have any problems.



